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Some months ago, the hacker/trolling group DerpTrolling tweeted
that they were attacking Xbox Live with their botnet of refrigerators.
Many took this to be a joke, since it sounds so ridiculous, and Derp
certainly likes to play up the absurdity of the world that’s available
to the modern hacker. But make no mistake: Derp was not joking.
When most of your attacks are based on sending one of the
simplest possible communications — the simple requests that
collectively make up a distributed denial of service (DDoS) attack —
you don’t need a bleeding-edge Mac Pro to do it. Even a fridge, or a
stove, and certainly a television, is powerful enough to be useful to
hackers of all stripes, and new research shows that many of them
are almost totally unprotected.
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The study in question [PDF] comes from the Hewlett Packard
security arm Fortify on Demand, which did a security assessment
on the so-called “Internet of Things.” As more and more devices
hook into our networks, both wifi and social, more and more
devices are going to start holding sensitive information about us.
HP’s study found that 70% of smart appliances have serious
security weaknesses, running the gamut from lack of encryption to
insecure firmware to easily guessed passwords. This same study
predicts that as many as 26 billion such devices will be connected
by the year 2020.

That might not be such a big deal if all these appliances could do is
take down websites and screw with online gaming communities, but
the vulnerabilities run much deeper than that. Amazingly, the HP
study estimates that fully 90% of smart appliances collect at least
one piece of personal information about the user via social media,
the cloud, and its mobile applications. On average, the group found
a whopping 25 vulnerabilities per device!

This isn’t Windows 8, folks — microwaves and stereo systems
and such a limited need for communication and general processing
that there’s simply no reason for security holes. Something like
Android or iOS, those are complex enough to make security holes
forgivable. But there’s no reason for LG smart fridges to be
vulnerable to simple software exploits — especially when gaining
easy access to a fridge could be a foothold to accessing wider parts
of a home network.

Some sort of standardized network security accreditation needs to
arise to fix this problem. Many will balk at the idea of a
government run security standards project — and with good reason
— but if industry is going to continue to act so unconcerned about
the agents they’re putting in our homes, then perhaps regulation is
the only answer. Additionally, regulators need to consider the use
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of smart appliances in cyber-
warfar between governments;
how silly would the US feel if
a domestic botnet of ovens and
DVD players suddenly tied up
government communication
lines or something equally
sinister?

If nothing else, we can’t
continue to be told that the
collection of information by the
US government is critical to security, and that it’s no big security
concern if foreign governments acquire that very same information.
Data-mining is a far-reaching practice these days, and the Internet
of Things is making that easier than ever. As everything from
garage doors to mattresses acquire the “smart” label, we need to
make sure we don’t end up looking like idiots.

$324.00
Amazon

Asus Transformer Book T1…

$365.99
Amazon

Lenovo G580

$19.99
Webroot

Webroot SecureAnywhere …

$999.00
Amazon

Lenovo IdeaPad U430 Touch

$1,223.61
Amazon

Acer Aspire S7-392-6411

$299.98
HP

HP Officejet Pro X551dw P…

$1,099.00
Amazon

Samsung Ativ Book 9 Plus

$648.00
Amazon

Sony Cyber-shot DSC-RX1…

$106.21
Amazon

Trendnet AC1750 Dual Ban…

Embarrassing Men’s
Condition Could Be
Indicator for…
HealthCentral

Early Multiple Sclerosis
Symptoms You Should
Never…
WebMD

Please Don't Pay Full
Price for Must Have
Michael Kors…
LifeFactopia

The Top Secrets Your
Cable Company Doesn't
Want You To…
The Motley Fool

Movie Mistakes in "Star
Wars" You Never
Noticed
Answers.com

New technologies tackle
America’s road
problems
Dell

http://googleads.g.doubleclick.net/aclk?sa=l&ai=COuICtUpCVZyKPIeRMMj9gWD9x5u6B82IpoTpAcCNtwEQASDlz-sWYMn-m43spKQSoAHjyv3WA8gBAeACAKgDAcgDmwSqBOsBT9AICGDA4oZlY8bbtA4BfUOIoZEER2tt5k2VGaygzTPssuKfBXZ9d2OZ_bo1AUt1atTgwNk_Qw5AZYW45bfIQPf2AQw7BbIEUPAHUOYLfUVxvY-zpJ0YxUnZxT7GOQ05Gg0rbjbYbqlAJespM_Bq9_pXQk2fj1ykgZzha_N-IrC4yRu2GENoOjzW88TjvG_DX-Nm08WWm5ADWGuvwpIph2elK2nIilYIeRp0V_4NjVIakPNL2xoNs4uNwE75mTjueHRkjJta_xJHll7h3ZwsOhzLrRpNQJ-qS6VqI1sSVyn-8mX1uYKOU3Kum-AEAYAHhbWCKdgHAQ&num=1&sig=AOD64_2UkObn7gN4WzIsorLE-DouMSWPRA&client=ca-pub-9914992914910847&adurl=http://www.pagerduty.com/it-system-monitoring-shirt/%3Futm_source%3Dgoogle%26utm_medium%3Dcpc%26utm_term%3Dnetwork%2520security%2520tools%26utm_content%3Dnetwork%2520tools%2520(text)%26utm_campaign%3DDisplay%2520-%2520DSK%2520-%2520Monitoring%2520-%2520NORAM%26matchtype%3D%26network%3Dd%26device%3Dc%26placement%3Dwww.geek.com%26adposition%3Dnone%26creative%3D62522535069
http://googleads.g.doubleclick.net/aclk?sa=l&ai=COuICtUpCVZyKPIeRMMj9gWD9x5u6B82IpoTpAcCNtwEQASDlz-sWYMn-m43spKQSoAHjyv3WA8gBAeACAKgDAcgDmwSqBOsBT9AICGDA4oZlY8bbtA4BfUOIoZEER2tt5k2VGaygzTPssuKfBXZ9d2OZ_bo1AUt1atTgwNk_Qw5AZYW45bfIQPf2AQw7BbIEUPAHUOYLfUVxvY-zpJ0YxUnZxT7GOQ05Gg0rbjbYbqlAJespM_Bq9_pXQk2fj1ykgZzha_N-IrC4yRu2GENoOjzW88TjvG_DX-Nm08WWm5ADWGuvwpIph2elK2nIilYIeRp0V_4NjVIakPNL2xoNs4uNwE75mTjueHRkjJta_xJHll7h3ZwsOhzLrRpNQJ-qS6VqI1sSVyn-8mX1uYKOU3Kum-AEAYAHhbWCKdgHAQ&num=1&sig=AOD64_2UkObn7gN4WzIsorLE-DouMSWPRA&client=ca-pub-9914992914910847&adurl=http://www.pagerduty.com/it-system-monitoring-shirt/%3Futm_source%3Dgoogle%26utm_medium%3Dcpc%26utm_term%3Dnetwork%2520security%2520tools%26utm_content%3Dnetwork%2520tools%2520(text)%26utm_campaign%3DDisplay%2520-%2520DSK%2520-%2520Monitoring%2520-%2520NORAM%26matchtype%3D%26network%3Dd%26device%3Dc%26placement%3Dwww.geek.com%26adposition%3Dnone%26creative%3D62522535069
http://www.geek.com/news/official-star-wars-stormtrooper-costumes-now-available-1620319/
http://www.geek.com/games/19-year-old-makes-skyrim-mod-13-the-size-of-skyrim-to-get-job-at-bethesda-1562687/
http://bs.serving-sys.com/BurstingPipe/adServer.bs?cn=tf&c=20&mc=click&pli=13005628&PluID=0&ord=%5Btimestamp%5D
http://po.st/LVrIJR?CR_CC=200601496
http://www.geek.com/wp-content/uploads/2014/07/smart-fridges-3.jpg
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#


4/30/15, 11:32 AMThe spies in your living room: 70% of smart appliances vulnerable to cyber-attack | Apps and Software | Geek.com

Page 4 of 5http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/

Bethesda 

This isn’t a thumbdrive, it’s a PC that

weighs less than 2 ounces and works

in any HDMI port 

3D print your own gorgeous

Dungeons & Dragons monsters for

free 

iPad app fail forces American Airlines

to ground dozens of planes 

This is why you can’t Photoshop

money 

How One Entrepreneur Uses 3D

Printing to Improve Animals’ Lives

Digital Dialogue

Forget The iPhone 6. Next Apple

Sensation Leaked  The Motley Fool

10 Major Casting Fails That Ruined

Entire Films Answers.com

12 Visions Of What The Future Of

Retail May Look Like PwC Digital Services

Tags: DDoS derptrolling hacking hacks Internet of Things Security

Driverless cars will be allowed o… TOP After ISS fiasco, NASA asks the f…

Recommended by

0 Comments Geek  Login!1

 Share⤤ Sort by Best

Start the discussion…

Be the first to comment.

Subscribe✉ Add Disqus to your sited Privacy%

 Recommend♥

Ads by Google

Network Monitoring Tool
Centralize Network Incidents And Fix Outages Faster. Free Trial!

pagerduty.com/Monitoring

  

Reader Comments

http://www.geek.com/games/19-year-old-makes-skyrim-mod-13-the-size-of-skyrim-to-get-job-at-bethesda-1562687/
http://www.geek.com/chips/this-isnt-a-thumbdrive-its-a-pc-that-weighs-less-than-2-ounces-and-works-in-any-hdmi-port-1607124/
http://www.geek.com/games/designer-adapting-dungeons-dragons-monsters-for-3d-printers-1620437/
http://www.geek.com/apple/ipad-app-fail-forces-american-airlines-to-ground-dozens-of-planes-1621627/
http://www.geek.com/news/this-is-why-you-cant-photoshop-money-1619630/
http://www.ce.org/Blog/Articles/2015/April/How-One-Entrepreneur-Uses-3D-Printing-to-Improve-A.aspx?utm_source=Outbrain&utm_medium=cpc&utm_content=Blog%20posts&utm_campaign=Content
http://www.fool.com/mms/mark/video-wearable-out-wotn?utm_source=outbrain&utm_medium=contentmarketing&utm_campaign=wearable_ss&source=erboutimu0860001
http://www.answers.com/browse/click.php?source=ob&param4=ob-us-de-enter&param2=1026681&param3=www.answers.com%2Farticle%2F1212907%2F10-casting-decisions-that-may-have-ruined-the-movie&param5=00a4d28df4f879b879b5bf836d282f48c6&param6=ks-20150423&param4=ob-us-de-enter
http://digital.pwc.com/if-stores-had-a-voice?utm_source=outbrain&utm_medium=cpc&utm_content=12_visions_of_what_the_future_of_retail_may_look_like&utm_campaign=ob-con_synd-retail
http://www.geek.com/tag/ddos/
http://www.geek.com/tag/derptrolling/
http://www.geek.com/tag/hacking/
http://www.geek.com/tag/hacks/
http://www.geek.com/tag/internet-of-things/
http://www.geek.com/tag/security/
http://www.geek.com/news/driverless-cars-will-be-allowed-on-uk-streets-by-january-1600742/
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
http://www.geek.com/science/post-iss-fiasco-nasa-asks-the-first-private-deep-space-telecom-to-please-stand-up-1600703/
http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/#
https://disqus.com/home/forums/geekcom/
http://disqus.com/embed/comments/?base=default&version=41fdb5587ad6554264ebe0ca7ddf6e3f&f=geekcom&t_i=1600725%20http%3A%2F%2Fwww.geek.com%2Ffeatured%2F-1600725%2F&t_u=http%3A%2F%2Fwww.geek.com%2Fapps%2Fthe-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725%2F&t_e=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&t_d=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack%20%7C%20Apps%20and%20Software%20%7C%20Geek.com&t_t=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&s_o=default&l=#
https://disqus.com/home/inbox/
http://disqus.com/embed/comments/?base=default&version=41fdb5587ad6554264ebe0ca7ddf6e3f&f=geekcom&t_i=1600725%20http%3A%2F%2Fwww.geek.com%2Ffeatured%2F-1600725%2F&t_u=http%3A%2F%2Fwww.geek.com%2Fapps%2Fthe-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725%2F&t_e=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&t_d=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack%20%7C%20Apps%20and%20Software%20%7C%20Geek.com&t_t=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&s_o=default&l=#
http://disqus.com/embed/comments/?base=default&version=41fdb5587ad6554264ebe0ca7ddf6e3f&f=geekcom&t_i=1600725%20http%3A%2F%2Fwww.geek.com%2Ffeatured%2F-1600725%2F&t_u=http%3A%2F%2Fwww.geek.com%2Fapps%2Fthe-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725%2F&t_e=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&t_d=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack%20%7C%20Apps%20and%20Software%20%7C%20Geek.com&t_t=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&s_o=default&l=#
https://disqus.com/
http://disqus.com/embed/comments/?base=default&version=41fdb5587ad6554264ebe0ca7ddf6e3f&f=geekcom&t_i=1600725%20http%3A%2F%2Fwww.geek.com%2Ffeatured%2F-1600725%2F&t_u=http%3A%2F%2Fwww.geek.com%2Fapps%2Fthe-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725%2F&t_e=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&t_d=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack%20%7C%20Apps%20and%20Software%20%7C%20Geek.com&t_t=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&s_o=default&l=#
https://disqus.com/websites/?utm_source=geekcom&utm_medium=Disqus-Footer
https://help.disqus.com/customer/portal/articles/1657951?utm_source=disqus&utm_medium=embed-footer&utm_content=privacy-btn
http://disqus.com/embed/comments/?base=default&version=41fdb5587ad6554264ebe0ca7ddf6e3f&f=geekcom&t_i=1600725%20http%3A%2F%2Fwww.geek.com%2Ffeatured%2F-1600725%2F&t_u=http%3A%2F%2Fwww.geek.com%2Fapps%2Fthe-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725%2F&t_e=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&t_d=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack%20%7C%20Apps%20and%20Software%20%7C%20Geek.com&t_t=The%20spies%20in%20your%20living%20room%3A%2070%25%20of%20smart%20appliances%20vulnerable%20to%20cyber-attack&s_o=default&l=#
http://googleads.g.doubleclick.net/aclk?sa=l&ai=CZvF5tEpCVYWrMMqThASRroDwA_3Hm7oH1YemhOkBwI23ARABIP-FoAZgyf6bjeykpBKgAePK_dYDyAEBqAMBqgTGAU_Qvb1TKgLrcwpEIbkOh-Lv3abJQjY2k2YrD9zJ8Rj-cRGcEG0EnFOnJGZtV0lUbENqesd2a4vq6mmShjMz355kDcVKiigYfF4brZa9zb-t3ZAhUtxc3yMwA8GTKd_-tie7EJBDar2J3Ro40KqwRo2ovGv-6lOe83e0fdL0Z6O8BEVWGGjOk4uqivHDvWdhcXHp9dP1NW4lc3Omeju0u3_nc8_EgCQLk9nSE9HS5h9NKYcc4-RmdTD96XcaezDArxpiEsKRRYAHhbWCKdgHAQ&num=1&sig=AOD64_3wLYxN0eYdSj_zH9g_NEhFPImBRw&client=ca-ziffdavis_consumer_js&adurl=http://www.pagerduty.com/it-system-monitoring-shirt/%3Futm_source%3Dgoogle%26utm_medium%3Dcpc%26utm_term%3Dnetwork%2520security%2520tools%26utm_content%3Dnetwork%2520tools%2520(text)%26utm_campaign%3DDisplay%2520-%2520DSK%2520-%2520Monitoring%2520-%2520NORAM%26matchtype%3D%26network%3Dd%26device%3Dc%26placement%3Dwww.geek.com%26adposition%3Dnone%26creative%3D62522534949
http://googleads.g.doubleclick.net/aclk?sa=l&ai=CZvF5tEpCVYWrMMqThASRroDwA_3Hm7oH1YemhOkBwI23ARABIP-FoAZgyf6bjeykpBKgAePK_dYDyAEBqAMBqgTGAU_Qvb1TKgLrcwpEIbkOh-Lv3abJQjY2k2YrD9zJ8Rj-cRGcEG0EnFOnJGZtV0lUbENqesd2a4vq6mmShjMz355kDcVKiigYfF4brZa9zb-t3ZAhUtxc3yMwA8GTKd_-tie7EJBDar2J3Ro40KqwRo2ovGv-6lOe83e0fdL0Z6O8BEVWGGjOk4uqivHDvWdhcXHp9dP1NW4lc3Omeju0u3_nc8_EgCQLk9nSE9HS5h9NKYcc4-RmdTD96XcaezDArxpiEsKRRYAHhbWCKdgHAQ&num=1&sig=AOD64_3wLYxN0eYdSj_zH9g_NEhFPImBRw&client=ca-ziffdavis_consumer_js&adurl=http://www.pagerduty.com/it-system-monitoring-shirt/%3Futm_source%3Dgoogle%26utm_medium%3Dcpc%26utm_term%3Dnetwork%2520security%2520tools%26utm_content%3Dnetwork%2520tools%2520(text)%26utm_campaign%3DDisplay%2520-%2520DSK%2520-%2520Monitoring%2520-%2520NORAM%26matchtype%3D%26network%3Dd%26device%3Dc%26placement%3Dwww.geek.com%26adposition%3Dnone%26creative%3D62522534949
http://googleads.g.doubleclick.net/aclk?sa=l&ai=CZvF5tEpCVYWrMMqThASRroDwA_3Hm7oH1YemhOkBwI23ARABIP-FoAZgyf6bjeykpBKgAePK_dYDyAEBqAMBqgTGAU_Qvb1TKgLrcwpEIbkOh-Lv3abJQjY2k2YrD9zJ8Rj-cRGcEG0EnFOnJGZtV0lUbENqesd2a4vq6mmShjMz355kDcVKiigYfF4brZa9zb-t3ZAhUtxc3yMwA8GTKd_-tie7EJBDar2J3Ro40KqwRo2ovGv-6lOe83e0fdL0Z6O8BEVWGGjOk4uqivHDvWdhcXHp9dP1NW4lc3Omeju0u3_nc8_EgCQLk9nSE9HS5h9NKYcc4-RmdTD96XcaezDArxpiEsKRRYAHhbWCKdgHAQ&num=1&sig=AOD64_3wLYxN0eYdSj_zH9g_NEhFPImBRw&client=ca-ziffdavis_consumer_js&adurl=http://www.pagerduty.com/it-system-monitoring-shirt/%3Futm_source%3Dgoogle%26utm_medium%3Dcpc%26utm_term%3Dnetwork%2520security%2520tools%26utm_content%3Dnetwork%2520tools%2520(text)%26utm_campaign%3DDisplay%2520-%2520DSK%2520-%2520Monitoring%2520-%2520NORAM%26matchtype%3D%26network%3Dd%26device%3Dc%26placement%3Dwww.geek.com%26adposition%3Dnone%26creative%3D62522534949


4/30/15, 11:32 AMThe spies in your living room: 70% of smart appliances vulnerable to cyber-attack | Apps and Software | Geek.com

Page 5 of 5http://www.geek.com/apps/the-spies-in-your-living-room-70-of-smart-appliances-vulnerable-to-cyber-attack-1600725/

About  Contact  Jobs  Archives  Glossary  Forums  Advertise  AdChoices

© 1996-2015Ziff Davis, LLC. PCMag Digital Group Privacy Policy Terms of Use

http://www.geek.com/about/
http://www.geek.com/about/
https://docs.google.com/forms/d/1NNcNzQA32ygs52GRMoQBoDcbtQW7saNH0Q6TCjvdDRo/viewform
http://www.geek.com/archives
http://www.geek.com/glossary
http://www.geek.com/forums
http://www.ziffdavis.com/advertise/
http://www.pcmag.com/
http://www.extremetech.com/
http://www.computershopper.com/
http://www.logicbuy.com/
http://www.toolbox.com/
http://www.ziffdavis.com/
http://www.ziffdavis.com/
http://www.ziffdavis.com/privacy-policy/
http://www.ziffdavis.com/terms-of-use/
http://privacy.truste.com/privacy-seal/Ziff-Davis,-LLC/validation?rid=f216ea74-e272-46f4-b2a1-0db430ecb6b4

